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• Fastest Diagnosis
• Automation
• Highest granularity
• Jump-to navigation
• Highly configurable

• 100% customer satisfaction on 
tickets

• 50% of tickets resolved in <1hr
• 8.8/10 Trust Radius score
• NPS 50% higher than industry

• Proven
• Leading Edge Technology
• End-to-end full 

environmental view
• Lowest overhead

• Microsoft-only focus
• 7 Microsoft MVPs
• Community Commitment
• Built by experts



Visibility Across the Microsoft Data Platform

Monitor, diagnose, and 
optimize SQL Server 

performance.

Find and fix SSAS 
performance problems.

Monitor resource utilization 
(memory, CPU, network, 

storage) of VM environments. 

Boost Windows Server and 
Hyper-V virtualized environment 

performance.

See performance for Microsoft 
Analytics Platform System, data 

movement and queries. 

Accelerate Azure SQL Data 
Warehouse performance with 

visibility into workload impacts.

Keep Azure SQL Databases 
running at peak efficiency with 

metrics and DTU usage.

Drive Productivity with 60+ SSIS 
components for connectivity, 

execution performance, and security.

Inspect and compare 
schemas, objects, and data.

Automatic documentation, object 
lineage, impact analysis, data 

dictionary  and environment compare.

SSIS and SSRS Monitoring and 
package deployment in 

Visual Studio.

SSIS script development and 
sharing.

Automated data-centric 
application testing and data 

verification.

SQL plan analysis and 
advanced query tuning. 

Development Operations BI Administration

Weekly public demos

• https://www.sentryone

.com/public-demo

https://www.sentryone.com/public-demo


The One Platform for Physical, Virtual, and Cloud Database Performance.

Free e-books
In these books, you will find useful, hand-picked articles that will help give 
insight into some of your most vexing performance problems. These articles 
were written by the SQL Server industry's leading experts, including Aaron 

Bertrand, Paul White, Paul Randal, Jonathan Kehayias, Erin Stellato, Glenn 
Berry, and Joe Sack.

Get More!
Courses.SentryOne.com expansive CBT program to learn all the ins 
and outs of the S1 product line. 

Docs.SentryOne.com full product documentation.

SQLPerformance.com provides innovative and practical solutions for 
improving SQL Server performance.

SentryOne.com/Resources offers an inside look into the world of 

SentryOne with videos on query tuning and product demos, white 
papers, ebooks, and tech briefs.

Blogs.SentryOne.com is where you can find all of our team members’ 
blogs as well as important information about the latest updates to 

SentryOne software, SQL Server and server performance issues.

Free Resources

https://courses.sentryone.com/
https://docs.sentryone.com/help
http://sqlperformance.com/
http://sentryone.com/resources
http://blogs.sentryone.com/
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The Three Take-Aways You’ll Learn in this Session

1. An overview of successful Business Continuity (BC)

2. Ten essentials that spell disaster or success in 
Business Continuity

3. Resources for further research



What is High Availability (HA)?
• Methods for mitigating certain types of downtime scenarios.

• Some ways we can achieve this with the Microsoft Data Platform:
• Log Shipping

• Database Mirroring

• Always On Clustering

• Always On Availability Groups

• SQL Server Replication

• Virtualization

• SAN Replication



What is Disaster Recovery (DR)?

Disaster Recovery (DR) –
Processes, tools, and technology 
that gets the organization back 
to where it was before the 
disaster.



So what’s Business Continuity (BC) then?

• Business Continuity (BC);
Methods to keep the organization 
running as smoothly as possible during and 
after a disaster



What Are We Saving Here?

Hardware from destruction?

Ourselves from work disruption?

Customers from interruption?  

Organization from legal and/or insurance issues?

THE DATA!



Origins of Disasters

Facilities

• Power grid failures

• Telecom/Cloud failures

• HVAC 

Technology

• Inadequate redundancy (MTBF)

• Poor change & patch management

• Data corruption; Insufficient backups

People

• Experience & Skill

• Standards & Documentation

• Activity logging

Security

• Hacking (theft, data corruption, and alteration – internal and external)

• Malware and even Ransomware

• SQL Injection

Natural and Civil Disasters



The Top Ten List

“Luck is what happens when preparation meets opportunity.”

- Seneca, classical Roman dramatist

“Luck favors the prepared, darling.” 

Edna Mote from the Disney film; 

The Incredibles



10. Committed Resources

A. Yellow Alert? – Red Alert?

B. Need adequate personnel staff / hours per week to ensure 
recoverability before disaster strikes

C. Redundancy today saves systems tomorrow:
1. Power systems
2. Network and telecom
3. Servers
4. Databases
5. Applications

D. Monitoring



9. Expertise

A. BC/HA & DR depends on the 
accuracy and completeness of: 
1. Procedures
2. Staff skills

B. Recovering critical databases 
does not equal recovering 
critical IT systems.
1. Databases are only a part the 

applications.
2. You need a full system inventory / 

architecture.

C. Plan for staff turnover. Don’t 
depend (entirely) on strong 
staff.
1. What’s most important?

2. What should you recover first?



8. Lifecycle Approach

A. Start with a Business Impact Analysis (BIA)
• Correlates IT infrastructure and applications with the activities of the organization
• Double-check underlying infrastructure supporting important applications.
• Identifies owners of those activities

B. Determine requirements for what a good 
recovery looks like.

C. Best practice – Encrypt backups and 
elements of the data retention policy.

D. Review docs, test, then incorporate 
findings into new versions of the docs at 
least yearly.



7. Clear Executive Sponsorship

A. Publicly support Recovery Time  
Objectives (RTO)  and Recovery Point 
Objectives (RPO)

B. Enforce support from all lower-level 
stakeholders

C. Prioritize personnel 

D. Focus resourcing



6. Clear The Lines

A. Responsibility:
1. Business owners?
2. Staff performing recovery?
3. Facility personnel?
4. Calling tree?

B. Communications:
1. Every user is going to want an update
2. Best practice – Managers answer incoming questions.  Staff fixes problems.
3. Different age groups prefer differing communication channels:

a) SMS messages
b) Facebook, Twitter, Websites
c) Robo-calls



5. Backups and Archives

A. How often are backups taken?

B. Where are they stored?
1. Offsite? If so, how far?
2. How long will it take to retrieve them?
3. How will you access cloud backups 

with no internet access?

C. Who has access to them?

D. On what media?

E. How long will they be retained?

F. Are the backups verified?





4. Recovery Drills

A. Backups do not equal recovery!

B. Backups can be:
1. Irretrievable
2. Unreadable
3. Corrupted
4. Incomplete

C. The only answer is to do FULL RECOVERY DRILLS!
1. Paper: a.k.a run-book
2. Walkthrough: a review by the whole team IT team
3. Drill: recover an entire database, application, or server(s) to a fully usable 

state including user testing



3. Processes that Meet Requirements

1. Who’s on the emergency response team?

2. What’s the procedure for declaring and escalating a disaster?

3. Once we swing into action, who else do we call?

4. What are the critical systems that must get up and running first?
• Maximum Tolerable Downtime (MTB)?
• Recovery Time Objective (RTO)?
• Recovery Point Objective (RPO)?
• Service-Level Agreement (SLA)?

5. What documentation / evidence should 
we collect while recovering? 



2. Attitude & Aptitude 

A. Risk mitigation is good.  
Risk ignorance is bad.

B. Concern is good.
Complacency is bad.

C. Risk mitigation is good.  
Risk ignorance is bad.

D. Checklists as reference are good.  
Checklists as unbreakable rules
are bad.

E. Best practice – Use drills (#4) to identify the informal leaders on your 
team, then rely on them.



1. Flexibility on the Ground

Studies have repeatedly shown that organizations, both public and private, 
recovery from disasters most effectively when the local leaders are 
empowered to adjust plans as needed.

- The Economist, March 25, 2011

“No battle plan ever survives the first encounter with the enemy,” 
- Colin Powell

“The plan is useless, but 
planning is essential.”

- Dwight Eisenhower



Further Resources for Further Research

Rich’s White Paper:
• https://info.sentryone.com/whitepaper-business-continuity

Websites:
1. www.disaster-resource.com

2. www.drii.org

3. www.drj.com

4. www.bcm-institute.org

5. www.thebci.org

6. www.ready.gov

7. www.continuitycentral.com

Free Planning Tools:

A. ITIL Service Continuity Management Guidelines, 
https://wiki.en.it-
processmaps.com/index.php/IT_Service_Continuity_Manage
ment

B. DRI Professional Practices Guides, 
http://www.dri.ca/PROFESSIONAL/PDF/professionprac-
June15-2012.pdf

C. FEMA Government Plan & Prepare Guides, 
https://www.dhs.gov/plan-and-prepare-disasters

D. Disaster Recovery Journal (DRJ) Resources, 
https://www.drj.com/resources.html

https://info.sentryone.com/whitepaper-business-continuity
http://www.disaster-resource.com/
http://www.drii.org/
http://www.drj.com/
http://www.bcm-institute.org/
http://www.thebci.org/
http://www.ready.gov/
http://www.continuitycentral.com/
https://wiki.en.it-processmaps.com/index.php/IT_Service_Continuity_Management
http://www.dri.ca/PROFESSIONAL/PDF/professionprac-June15-2012.pdf
https://www.dhs.gov/plan-and-prepare-disasters
https://www.drj.com/resources.html


SUMMARY

Download Your Special Offer Now!

https://sentryone.com/trial

Get Plan Explorer

https://sentryone.com/plan-explorer

Use our products?

• Please consider giving us a referral and/or 

evaluation on TrustRadius!

Let’s connect

• Twitter at SQLRICH and KEKLINE.

https://sentryone.com/trial
https://sentryone.com/plan-explorer

